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How to set up popular firewalls to work with Web CEO
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General instructions

For normal operation, Web CEO must be granted access to these ports and protocols:

20, 21 - FTP;
25 -SMTP;
80 — HTTP;
443 — HTTPS.

Grant access to HHTP 80 / HTTPS 443 ports and enable cookies for the following domains:
websiteceo.com
webceo.com

For detailed setting instructions concerning each firewall, find your firewall in the list below and
follow the link.



Setting up Agnitum Outpost Firewall 2.5

At the first launch of Web CEO, while the software runs, Agnitum Outpost will ask for permission
to allow "wsceokrnl.dll" and "webceo.exe" to access the Internet. This must be allowed by
choosing "Allow all activities for this application" and pressing "OK".

Create rule for WSCEOKRNL.DLL

W' Web CEO
| Application is requesting an outbound connection

Webh Cces

Remote Service: HTTP (TCP: 80

Remote Addiess: workarea webseceo.com

Outpost Firewall Pro should:

3%«"0\'& all activities for this apphcation
top 2l activities for this application
(O Create rules using preset | Broweser v

[ Sllow Once ] [ Block Once ]

| WEBCED.EXE

‘W

Application is requesting an outbound connection

Remote Service: HTTP (TCP: 80}

Remote Addiess: workarea webseceo.com

Outpost Firewall Pro should:

%lbw all activities for this apphcation
top 2l activities for this application

(O Create rules using preset | Browser v

[ Lllow Once ] [ Block Once ]

In the process of download of Web CEO updates the program modules change, that’s why the
permission for the updated modules to access the Internet must be granted again.
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Warning: Components Have Changed

‘ W WEBCEO.EXE
{ Process requests an outbound network conneclion

One or more components of this application have changed. If you are not sure
whether this change is leglimate, click Details to veify the authenticky of these
components.

Outpost Frewall Pro should:

(%) Update information for changed components
ake changed component shated

(O Block this apphcation untd it is restarted

[ Detats¥ | [ ok |

In order to check current permissions for Web CEO program modules to access the Internet, open
Outpost Firewall Pro and select "Application" in the Options dialog. The modules "wsceokrnl.dll"
and "webceo.exe" must be in the "Trusted applications" section.

Options '

| General| Appiication | System | Polcy | Plugins

Settings:
43 MSMSGS.EXE ~
%9 MSTSCEXE
QOUYLOUK.EXE Rermove
OUTPOST.EXE
™| RDPCLIP.EXE EdiL.
™| REGWIZ.EXE

] RUNDLL32EXE
=] SERVICES EXE
== SESSMGR.EXE
== SVCHOST.EXE
TELNET EXE
WINLOGON, EXE
WINWORD EXE
¥y WMPLAYER. EXE
& WUAUCLT EXE

@ Trusted applications (2] Hidden Proc...

\w| WEBCEOQ EXE

: |
'W| WSCEOKRNL DLL - % |

[ 0K ] [ Cancel ] Aripll

If these modules are not in the "Trusted applications" section, they must be granted full access. To
do it, find these modules in the list or add them with the help of the "Add" button from the folder
"C:\Program Files\Web CEO\BIN\". Then, right-click on the module and choose "Always Trust This

App".



Options

;__Genel;ai }—%dicaﬁm_ Syster | Polcy  Plugdns

Settings:
|_@ Blocked applications (1) Al

v
[7] Partially allowed X Ramove

O ALG.EXE Remove Application

¥ AUFDRUN.EXE EdiL.. ¥

& CONF.EXE Create Rules. ..

4 OWMWINLEXE Create rules using preset  »

EXCELEXE If

¢ EXPLORER.EXE

™ FTPEXE \

& IEXPLORE EXE

™= LSASS.EXE

™5 LUCOMSERVER.EXE

) MOBSYNC.EXE

g MSACCESS.EXE

&) MSIMN.EXE Hidden Proc...

3 MSMSGS EXE ‘

%3 MSTSCEXE v | | Comporents...

WED CeC
iy )

[ OK H Cancel ][ Apply ]

If cookies are disabled in your global settings, enable them for the sites "websiteceo.com" and
"webceo.com".

options —— 2
General | Appication | Systen | Pokey  Fhogins | Wb Pegss | Mad and News | Exciusions |
Piygln | Statz Aod. Web pages defauk seltng:
“lAtive Contert Staited W : :
sy 'ab pages Active Content zattngs:
'% s Stailed e | (e i
(& Atachment Quatanting Staited x > Cockias
B Fealuie | Seifing || [~
2 ek Detechion Staited SRl A Privacy % Pt
& Corvent Staited Stop Ll
[@ONS Cache Stailed A ——— Aelisd Eg Perma | ¢ Promet
Sellngs... Java Applety Permt | & Block
eI Refeners Pemit
H{¥ Page Oplimization
< | x| Flash Pemi
0 : Hidden Frames Pemi.

Plugninfomation - Aninated GIF Pemd | & cockie i a piece of
Mane: web_int Extemal Aot Cordert Pemi  infosmation about a user,
Marufachses Agritum Lid - Sctipting B

o ¢ : . ¥ JavaScopt Permt % - 8 pas :
Descrphion:  Provides fat web pageas inbacactios slamenks [BetnsX, @ VBScripl Permi mocy. GWW‘%“’I}NM
; we 2 ot
Vs 253684608 Sciphing Acimex Feamd  inafde on the user's
Patn: CAPROGRA™ 1\ agraum\OUTPOS™1\PL, \web_int off Pop-up wandows Pemdt  compuler.
Ok | Comcel | iy

— USRS

Go to the "Exclusions" tab in the window "Active content properties"”, press the "Add" button,
enter

"websiteceo.com", and press "OK". In the "Edit properties for WEBSITECEO.COM" dialog window,
click "Cookies", choose "Permit" and press "OK". Repeat this procedure for "WEBCEO.com".



Wweb Cceo

Edit Properties for WEBSITECED.COM n 21x]
Feature | Setting|. [~ Cookies
2 Privacy & pemit |
Cookies Permi | Ek '
o ftived! ‘Peirra || " Blo 1
Java Applets Pemra |} ~ Use Global Settings
Referers “Perrrit | (Block])
- %% Page Optimization
- Flash ‘Perra !
Hidden Frames ‘Pervit
Animated GIF Perrrit & bc;c‘»‘okie 15 a piec: of information
; ; ey Oboutauser, such as an
P = Estomal Active Content FEME identification rumber, & password,
[l Scripting chek history, or rumber of tmes the
JavaScript FPerd  user visited a site, stored in a file on
VBScript Peirt  the user's computer.
- Scripting Activex ‘Peirmit
Pop-up windows ‘Peira
/ﬁ\ Parametess that override default settings are displayed in Blus
\ 5/ Parameterss that use defaul settings are displayed in Gray
Reset to defaults | [ ok ] coce |

If the policy "Stop all mode" is active, Web CEO will be unable to work, while all remote
connections will be blocked. If you choose the policy "Block most mode", Web CEO can work
properly, provided the

above mentioned settings are done.



Setting up Black ICE 3

Installing Web CEO while the Application Protection is active.

Run the Web CEO installation. A window "Application Protection" will appear with a warning
"unknown application detected" Web CEO500r--.exe. Press "Install Mode Options".

WECHh CeC

<>/ Application Protection

Unknovin apphcation detected
webceaS0028 exe

You can edher terminate the proaram or aliow i 1o contirue.

™ Dont ask me again
: ; : Install Mode
Tetminate Conlirue l Mote info.... ®

M

Below in the dialog window, press "Enable Install Mode". Continue with the Web CEO installation.
Black ICE will add all installed files to the baseline list. On the installation completion, a window
"Application Protection" will appear — press "Disable Install Mode". If the window "Application
Protection" appears with the note "BlackICE will update baseline to include ....", press "Update".
The installation process is completed.

< Application Protection

Unknovin appication detected
webceo500r26,exe

You can either terminate the program or alow it to contirue,

[ Dont ask me again.

Install Mode
Options <<

Terminate I Continue | More info..,.

- Advanced Dptions ; =

Install Mode pauses Application Protection prompls
wihie you install or update software on your PC.
You will be prompled periodically to disable install
mode and pou shoud do o when your installation
is complete, Disabling install mode puts yous
|BlackICE product back in normal Application
|Protection mode.

Enable
Install Mode

A

Web CEO update while the Application Protection is active.

After a Web CEO update is downloaded and its setup starts, a window with a warning will appear.
Press "Continue".
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Possible Rogue apphcation detected
webcen.exe is sttempting to access the unkrown

You can either terminate the program or allow it to continue

Teminate I Teminate Alvways I Contirue

After the Web CEO update is installed, you need to rescan the Web CEO folder and add the
changed files to the baseline list. Go to Tools -> Advanced Applications Protection Setting, choose
the "Baseline" tab, tick the folder where Web CEO is installed (usually C:\Program Files\Web CEQ)
and press "Run Baseline".

< Advanced Application Protection Settings
File Tools Help

Known Apphcations  Baseline I

- O&) Urmstall Infornation - Name | Size | Date Modified
+ 05 VisuallCE :
e VYMware

S Windows Media Player

- O WindoMelgdate
* Oy werox
O System Volume Information
+ [0 totalernd
+ O WINDOWS v
< > < | %

To update the list of application files on your computer, select a dive %
ot directony in the Tree Pane on the left, then click on "Run Baseling'
button, Run Baseine ) Help l

After the scanning process is complete, press "OK" and close the window "Advanced Applications
Protection Setting". After this you can run Web CEO.

Web CEO uninstallation while the Application Protection is active.

During the uninstallation of Web CEO several new temporary files are created, which are not
registered in the baseline list of the Application Protection, and blocked by Black ICE. As a result,
the program uninstallation stops. Before you uninstall Web CEO, you should temporarily switch off
the Application Protection. To do it, go to the "Tools" menu and choose "Stop BlackICE Application
Protection".
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<> BlackIiCE PC Protection

File Edi View BELESE Help
Events | Iniuders  Ed BlackICE Settings ...

'l | Stop BlackICE Engine
' | Time Stop BlackICE Application Protection N | Intruder
| Clear Files...
Download Software Update

Download Security Cortent Update

Advanced Firewall Settings
Advanced Application Protection Settings

<

Selact an Event and a desciiption of that Evert will be displayed here.

Close

ue!plﬁ

Then, uninstall Web CEO, switch the Application Protection again (the "Tools" menu

BlackICE Application Protection").

Setting up the BlackICE firewall to work with Web CEO.

There are no special settings of the BlackICE firewall to work with Web CEO.
If you choose the "Paranoid" Protection Level, Web CEO will work properly.

— "Start
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Setting up ISA Firewall 2000

ISA Server works according to the principle: "What hasn't been explicitly allowed is by default
disallowed", that's why, in order to let Web CEO work properly, you need to open in the ISA
firewall the following ports: 20, 21 - FTP; 25 - SMTP; 80 - HTTP; 443 - HTTPS.

Open the "ISA server Access Policy" - > Protocol Rules.

Set up the access to the above mentioned fields. For example, 21 - FTP: Click "Create a Protocol
Rule for Internet Access". In the dialog window that appears, enter the name of the new rule -
"FTP Rule" and press "Next". In the next window in "Apply this Rule to:" choose "Selected
protocols". In the "Protocols" list tick "FTP", then press "Next". In the net window in "Use this
schedule" choose "Always" and press "Next". Then choose "Any request" and press "Next". In the
dialog window that appears, press "Finish".

After that you need to set up the so-called "filters", which allow using various protocols and ports.
The filters can be created in the "Access Policy " -> IP Packet Filters.

I Internet Security and Acceleration Server
[ Qjﬂ Enterprise
[1-3Y Servers and Arrays
&= E§ OLEG-SERVER
(24 Moritoring
) Computers
=&Y Access Policy
] Site and Content Rules
] Protocol Rules
=
[#- & Publshing
7] Bandwidth Rules
3] g Policy Elements
@ ? Moritoring Configuration
[+~ Extensions
(3] 5] Network Configur ation
Clent Corfiguration

In the window "Configure Firewall Protection" choose "Create a packet filter", and enter the name
of the FTP rule. In the next window it's better to choose "All ISA Server computer in the Array" by
default. In the next window, choose to allow the programs working through this protocol. In the
next window, "Filter Type", choose "Custom". Then, in the window "Filter Settings" fill in the
protocol data:

IP protocol - TCP
Direction - Outbound
Local Port - Fixed Port
Local Port Number - 21
Remote Port - All Ports.
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In the next window leave the default settings - "Default IP Addresses for each external ..." in the
next window leave the default settings - "All Remote Computers".

For FTP, the 20th port might be required as well. Set it up in the way similar to the above
described.

Also, to download the statistics, you will need to configure access through the HTTP protocol (port
80). Create the new rule. Enter the name for the HTTP rule. In the next window, choose "All ISA
Server computer in the Array" by default. In the next window, choose to allow programs using this
protocol. In the next window "Filter Type" choose "Custom". Then in the "Filter Settings" window
fill in the protocol data:

IP protocol - TCP
Direction - Both

Remote Port - Fixed Port (the number of port: 80).

In the next window, leave the default setting "Default IP Addresses for each external ..." In the
next window leave the default setting "All Remote Computers".

All other protocols are configured the same way.

Setting up ISA Firewall 2004

Run the ISA Server Management. Click "Firewall Policy" — you will see the list of the rules. We need
to open access through the following ports: 20, 21 — FTP; 25 — SMTP; 80 — HTTP; 443 — HTTPS.

) MScrosoft Intamet Sacurity anvd ACcine i
£ L@ SAVETESTSERVER

Firewall Policy

2 Morkorng
£ Feswalipcky 00|l — G
| Vitual Private Networks (WoN) /ﬂmm! | Poicy '\ Y 1o G
= 57 Confipration - - LT ) 3 C S
o Haworts Crde » | Natvr ]A}:«m | srorocck | From { Lisgerme | To | -
%, Cache | i SHTF How L zmte Extema;Interns. . Extemy; : g
3 addins L A, xS = ol e e LA L — Firewall Policy
9 Gereal & [$]2 FTP @ How LiFTP Extema; Ikerna... Sxtemay; Tasks
(73 HIT? 2 How LIHTP Extemaiiterna. .. Extemay; 15 Greaketi Acess R
DL HITS & o D)HTTRS Extarnad; Jherna. .. Extirmad; = Publishtaf Wb Server
(T1ae Dl st rde Oeny LdaaTrahe 5 ATbstwarks ... 22 ATHy =) Publish 5 Seaure Web

Seryer
_-) Publish > 1
_J Create tie

Putishing




For instance, here's how to allow access through the HTTP protocol. Open the "Tasks" tab and
press "Create New Access Rule". In the window that appears, enter the "Access rule name" -
"HTTP", press "Next". Choose to allow programs to work through this protocol and press "Next". In
the window that appears, in the field "This rule applies to:" choose "Selected protocols". Press
"Add", in the "Add protocols" window open the folder "Common Protocols"”, choose "HTTP" and
press "Add", then "Close". Press "Next".

WECHh CeC

Protocols
Select the prctocols this ks apples to.

Protocols:

New ~ Edt... Dalote

= L Cofenon Protocols -
Kl ons
LI.!
ﬂim
LT HTTPS Sevver
ELY tMaPs Server

¥
—&“;l L.';". M3 Messenger
Eat |

The ruls applies tor

!Sebctcd peotocols
Pratocals:

KL pirg

L. pops

L} pops sarver

L} pop3s Server -
KL sp

Potte.. L somre server

LLE soTps Server

LY rene:

L Tehet Server

< Back l Hext > | Canced | # 4 Infragructure |

|p.dd|cbse|

In the "Access Rule Sources" window press "Add" and in the window "Add Network Entities"
choose the necessary network entities. Press "Add", then "Close". Press "Next". In the new
window "Access Rule Destinations" choose and add the necessary network entities.

£31| Add Network Entities e x|

Access Rule Sources Natwork antities:
Thiz nde wil apoly to tiaélic anginating from the sowrces speciied in this page.

faw ~ Edit,.. Uelete
=1 17 Netwaorks

Thes nube appies to raffic from these sources: @
o Intert

@ Extenal édd... I <5 Local Host
Lar. I

<k Cuaranbined VPN Cients
5 VPN Chants
B [ Network Sets
L Computers
4 Address Ranges
J Subnets
B 3 Computer Sets

<Bock | Hew> Cancel

In the next window choose the users for this rule to apply to. Then, press "Finish". The rule is
created. In order to save the changes and to update the configuration, press "Apply". In this way,
create the rules for all other protocols.
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Setting up McAfee Personal Firewall Plus 5.0.5

At the first launch of Web CEO you will see the window with the request to allow the module
"wsceokrnl.dll" to access the Internet or block it. Choose "Grant Outbound Access". If the same
window appears for "webceo.exe", also choose "Grant Outbound Access".

McAfee Personal Firewall Plu

w; Application Wants to
Access the Internet
The applcation Web CEO is requesting

outbound access to the Internet, Do you
want to grant it outbound access?

Path: C:\Program Files\Web CEO\BIN
\wsceokml.di

1\ Mcafee...
Does not recognize this application,

Tell Mcifee about this program.

- (® 1want to..
& Grant Outbound
& Block All Access

Attention! After the program updates the program files and their control sums can change, that’s
why you will probably have to confirm your permission to grant the Internet access for the
modules "webceo.exe" or "wsceokrnl.dll". Depending on the warning, choose "Grant Outbound
Access" or "Grant Server Access".

McAfae Parsonal Firewall Plus

«. /| Application Has Been
W I Modified
The application webceo.exe has -
changed since you firsk gave it access
to the Intermnet. It previousty had

Outbound Only Access. What
access do you want ko grant it now?

Pathr: C:\Program Files\Web CEO\BIN Ll

1\, Mcafee...
Does not recognize this apphoabon

»8 Gant Server Acwi
R Restrict to Out Access

Black all Access
& 4
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¥ Mchfee Personal Firewall Plus

Fle Edt WVew Applcation Hebp

¥y McAfee | PersonalFirewall (4 sotungs @) vew
SECORITY P
2 Internet Applications
@ Applcation Name tile Name Permissions A
Summaty @ Internst Explorer [EPLORE EXE Allow Full Access
W8 LSA Shall (Expert Veraon) Lass.exe allow Full Access
\V.fﬂfcf: Personal Freyall Console MpfComsole.exe  Allow Full Access
@ .‘J--Jnl'ae Parsonal Frewall Tray Morstor Ml Tray e Allow Full Access
Loy chfan Veoual Trace Exprass ek mne Allow Full Access
Internet @@ Senvices anvd Cortrolier app SCIVICES.ONE Allow Full Access
Applications  R7or commander 32 b2 intemational version, s manager replacement for Windows  TOTALCMD.EE  Alfow Full Access
W Usarink Logen Appication userrit,exe Allow Full Access
F whweb ceo waceokrnl,dl Allow Full Access
W seboon,exe webceo.exe Allow Full Access
Inbound i\wum KT %:n Appbestion wrlogon. Axe Allow Full Access v
Events -
@ Application Details e Hew Alowed Aoplication 388 New Elocked Applcation
%  WebCEQ 5.0 change Permissian To...
focom Lid.
Utifities ﬁl gi;':g:a:t.bﬁlm‘p.web CEOIRINWsconker.dl &8 alow (il ccess

\}, Quthound Access Only

Permission: Aliow Pl Accass QR Eock This Appication

Rude created on: 111172004 4:46:12 A4

This appécation has Full Access to tha Infernet, Itis possibla foe this spplcation to send

and receive data wih any computer. o Delete Apphzation Ride

£ Got mora information

Starddand Secuniy v IP Addess 192183.11.134 Nelmask: 25%5.255.265.0

If you set the "Lockdown" Security Level, all incoming and outgoing packets will be blocked. If you
set the

"Tight" Security Level, Web CEO will work properly, if Web CEO modules are granted the Internet
access.

Setting up McAfee Security Center - McAfee Privacy Service 7.0

e McAfee Security Center includes the following products:

e Virus Scan — antivirus software;

e Personal Firewall —firewall. Can be set up in a way similar

e to McAfee Personal — firewall Plus (see above);

e Privacy Service — User privacy protection. The instructions to set up this package can be
found below;

e Spam Killer — protection from spam.



& Mchfee Privacy Service

McAf.ec' .
privacyservice

% Select A User

MchAfee Privacy Service has been configured for the following users, To
manaage a speafic user, select the user and then the operation you
want to perform,

u User Name | Type

WECHh CEC

Options Administrator Administrator

'g .

Event Log

,

Utilities

In the "Privacy Service" user settings cookies must be obligatorily allowed for the sites
"websiteceo.com" and "webceo.com". Open the "Privacy Service", click the "Users" tab, choose
the user profile, under which you work with Web CEO, and press "Edit".

& Mchfee Privacy Service

McAfee

privacyservice

Password User Info Cookies

Edit user options for: Administrator

Select one of the following actions to manage cookies.

" Reject all cookies

" Accept all cookies I

Event Log

Utilities OK ][ Cancel ][ Apply

Go to the "Cookies" tab. For Web CEO to work properly, you need to select "Accept all cookies" or
set up cookie blocking or permission for separate sites.



In order to do it, choose "Prompt user to accept cookies" and press "Edit". Choose "Web sites that
can set cookies" and in the field "http://" enter "webceo.com" and press "Add", then enter
"websiteceo.com" and press "Add". Press "Done", "Apply", "OK". The setup is complete.

& McAfee Privacy Service

McAfee"

privacyservice

WEbh CeG

Password User Info Cookies

Specify which list you wish to modify:

& wWeb sites that can set cookies
" Web sttes that cannot set cookies

Accept Cookie Web Sites
webceo.com
websiteceo.com

Options

,4

Event Log

% hitp:// Iwcbmo com

Utilities

Setting up Norton Internet Security 2004-2005

At the first launch of Web CEO the firewall will pop up with the message "wsceokrnl.dll is
attempting to connect to DNS server". Choose "Always allow connections from this program on all
ports". If the firewall asks "webceo.exe is attempting to connect to DNS server", choose "Always
allow connections from this program on all ports".

* ‘Norton Internet Security R - %]

Program Control

A Medium Risk 2

Alert Assistant
wsceokml.dll is attempting to connect to a DNS server.

Show Detals

What do you want to do?
Always allow connections from this program on all ports zl

ey




Web Ceo

To check up the permissions configuration for Web CEO to access the Internet, open "Norton
Internet Security”. On the left side, select "Status & Settings". In the middle, click "Personal
Firewall". In the bottom right, "Configure". In the dialog window that appears, choose the
"Programs" tab. Below in the list "Manual Program Control" in the "Programs" tab find
"wsceokrnl.dll". In the "Internet Access" column, "Permit All" is required, in the "Category"
column, "General". Then find "webceo.exe". In the "Internet Access" column, "Permit All" is
required, in the "Category" column, "General".

#3Norton Internet Security : R x|

Firewall Programs I Networking ] Locations Advanced

Program Control

Settings for: | Office (Active) x|

Automatic Program Control

Automatically customize Intemet access settings for common Interet programs.

Automatic Program Control only configures access for versions of programs that
Symantec has identified as safe.

W Turn on Automatic Program Control

Manual Program Control

Create custom Internet access settings for indwidual programs, To quickly identify
and configure all Intemet programs on your computer, click Program Scan.

|Program | IntermetAccess | Category 4
@ webceo.exe w Pesrit All v General
fw] wsceokml di v Pemit Al v General
. emtsmmsumnsimasen: ey - ] "SRRI T TS AR I
r >
I Agd.. I l Moty I I l ;:1Proqam Fie]s't;-b'eb CEO\BIAﬁwsceolm:l.dl




In "High NIS Firewall" protection mode Web CEO will work properly, if the above described
settings are completed.

To allow cookies, you need to set up a profile of the user who will work with Web CEO. To do it,
open "Norton Internet Security"”, double-click "Privacy Control", press "Advanced", and in the
dialog window that appears, click "User Settings". Click "Add Site" and enter "websiteceo.com". In
the "Cookies" filed, "Permit" is required. The same way, "webceo.com" must be added.

(:- ) Sorton Iermnet Setunty

(S advanced 4 x|
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Privacy Control
ings  Mser Sats v
Privacy Coreral helps protect youw private information. G;:’"%":ebcw;!\“mh
oone actve
e Ui,
~ Cokigt —————————————————
Chek Private Indomizton 1o 238 cradht cand sumibers, 10 change the datsud 2amings [or s uter, clck
g and other private formation to protect Custin Ll 00 e Pivay pane.
—_— — od simerens. da
ade wearavie rel
Privacy Cantrel zeltings for: [Agminizrator -] Pt T s b Gk o T oo
. | o 93 Dishom Liveel cn the fessall configusation pare.
# Turn on Privacy Contral = shany nat
o5 Sk ansl st
Mows the sider to 55t the Prvacy Contral lavel snasangbygens.com At cohoks -
High sppin.com . To changs the dstauk zatings for es uter. cick
el £ Cushom:
* Slocks prieate nformation from beirg s2nl. :c‘: o Lerved on the fewiall confioxssiicn parc.
* Slocks sendng of Web browser infeemation. dldech con o
* Alaits you ach tima 3 cookie i created or equested By com - Popp et —
= R To changs the pop up setirgs Yo this weer. chck
coatcom
iaoan cret com o0 e Ad Blocking pam.
crnnel
| qusmarevs. | peromievs | stooces | ‘:’“’"“’“*‘*" “-
chw.ug
O oo com v
Q4 < | »
£ AddSke J|  HeepweSie '
.7
ok | Caes Heo |

Web Cortents Opbons I
shacknews.com ] Global Setings  User Settings IMB[OMI
E}-wgeiat oo Cusstomize Ad Blocking and actrve content for the
“ wivwe. sgalest com curent user,
sinacomcn — Cockies
smile.co.uk [V Us= Privacy settings
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Setting Up Trend Micro PC-cillin Internet Security 2005

At the first launch of Web CEO the firewall will pop up with a dialog window. You need to allow
the module "wsceokrnl.dll" the outgoing connection. Check the boxes "Do not warn me of
future...", "Allow or deny connection on all ports", "Allow or deny connection on all IP addresses".

WEHh CeC

” Personal Firewall has detected an outgoing 4
8 connection that meets specified warning

conditions. ‘
Apphcation/Program: WI \
1
|
==
File: CAPROGRAM FILES\WEB CEO\BINVWEBCE |
\
Fort }
Protoco Tce |

Remote IP address:

|

1

[V Do not wamn me of future identical connecion attempts }
\

[V - Allow or deny connection on &t poits ‘
IV &llow or deny connection on af 1P addiesses

Allow connection !:g Deny connection i

If during the Web CEO update download a dialog screen will pop up, allow the module
"webceo.exe" the outgoing connection. Check the boxes "Do not warn me of future ...", "Allow or
deny connection on all ports", "Allow or deny connection on all IP addresses".

To check the firewall settings for Web CEO, open PC-cillin Internet Security 2005, click the
"Network Security" tab, and then click "Personal Firewall".



¢ Trend Micro PC-cillin Internet Security

i  PC-cillin Internet Security 2005

an for Virdses. @ Components | ([0 Scan for Spyware | Help

Network Security

These features help protect your computer against attacks from outside
your network The Parsonal Firewall helps protect your computer against
attacks from the Internet. Emergency Center helps you prevent infection
from network viruses. Wi-Fi Detection detects and warns you of potential
intrusions into your wireless netwaork,

Web Ceo

e Personal Firewall
[ﬁ Set and mak_ ke Personal Firewall profiles.
Network

Control 5 Network Virus Emergency Center
Specify preventative actions for network viruses.

Wi-Fi Detection
Detectintrusion into your wireless network

Updates and
Registration

In the window that appears, first choose the profile, under which you work with the Internet, in
the "Choose a profile" dropdown field, and click "Edit" for profile modification.

¢ Trend Micro PC—cillin Internet Security

BEHY  PC-cillin® Internet Security 2005

CSean for viva

— Personal Firewall
ch Summary

Choose a Personal Firewail profile to help protect your computer against
unauthorzed access from the Intermet Enable automatic profile switching to
autornatically change profiles ifyou change networks.

V¥ Enable Personal Firewall

Choose a profile: Wect connection EI

[~ Enable automatic profile switching

[T Do notdisplay & warning, if an appropriate profile already exists

~ Edit Profile -

Add Edit Delete
Network + »4 \_,I] X 5

Control

Profile Name | Description

< 2Direct connection For connection directly to the Internet. |,
Home network Far connection 10 a home network, wh...
Office network For connection to an office network. Th...
Vireless network For connection to a wirelass network. ..

Updates and
Registration

[ Return to Maln Screen ]




In the window that appears, go to the "Exception List" tab. For the modules "WSCEOKRNL.DLL"
and "WEB CEO.EXE" in the "Access" field "Allow" is required, in the "Connection" field "Out" is
needed.

Personal Firewall Profile 7 x|

Profile Name | NeMorkI Security Level Exception List lProxy |

Exception List

Webh CeC

Define the direction of Intemet traffic, IP address or range of IP addresses, ports, and
protocols for exceptions,

g Ao 2 Edit XK Delete

Active | Description | Connection | Access | Protocol | &

4] WSCEOKRNL.DLL Out Allowy TCP

| WEBCEQ.EXE

= Semnices and Controller... Out Allow UDP

™| LSA Executable and Se... Out Allow TCP
WSCEOKRNL.DLL Out Allow TCP @
Sendces and Controller..  Out Allow TCP

4] Total Cormmander 32 b...  Out Allowy TCP @
=) LSA Executable and Se... Out Allow UDP

=) Intemet Explorer Out Allow TCP

M Explorer Out Allow TCP

lzll Outlook Express out Allow TCIP _rv_l

4 »

OK I Cancel I

If it is not so, choose the appropriate module, press "Edit" and tick the radio buttons as shown

below.
Add/Edit Personal Firewall Exception 3 = ; x|
¥
Description: WEBCEO.EXE LY
Target: ¢ All applications

(" Operating system components
(¢ Specified application;: WEBCEOQ.EXE

lC:\PROGRAM FILESWYEB CEOBINWEBCEOQ.EXE = Browse... I

Connection: " Incoming & Outgoing
Action: « Allc% " Deny " Wam
Protocol i
& TCP ' UDP  TCPIUDP € ICHP € ANY ‘
Pon(s): & All ports

" Specifled port(s): |
(For example, 10, 15, 20 - 30)
1P Setting

Type: All IP addresses |

| OK I Cancel |

Under the "High" Security Level Web CEO works properly, provided the above mentioned settings

are completed.
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Setting up Windows SP2 Firewall

For Web CEO proper operation, no additional settings of the Windows Firewall are required.

Attention! Windows Firewall analyzes and can block the incoming traffic, but it does not deal with
the outgoing one. By default, Windows Firewall blocks all incoming traffic, except the cases when
data are sent in response to the preceding outgoing request.

Setting up Zone Alarm Internet Security Suite

When Web CEO tries to receive data from the Internet, the firewall will pop up with a "ZoneAlarm
Pro Alert" and ask you to grant to the file "wsceokrnl.dll" the internet access or block it. Tick the
"Remember this setting" checkbox and press the "Allow" button. If you do not choose to
remember the setting, the firewall will ask you about this program each time it attempts to access
the Internet.

1 ZonefBlarm Security Alert
REPEAT PROGRAM ZoneAlarm Security Alert
Web CEO is trying to access the Internet. SUSPICIOUS BEHAVIOR
Identification: Uik o Web CEO is trying to launch
Application: wiceokml. dl C:\PROGRAM FILES'Weh
Destination I 10.1.1.7:Port 31 CEQ'BIN'webhceo.exe, or use another
Wigw Properties o . . .
program to gain access to privileged
More Information Available: reseurces
Thiz prograrn has previouzly asked for Intermet access, Application: waceokml.dll
Wiew Properties
SmartDefense Advisor SmartDefense Advisor
? Advice iz not yet available for this program. ? SmartDefenze Advizaor iz not available for thiz
Choose below or click Mare Info for alert wpe,
azzistance.
] ] Apply thiz zetting ta all suzpiciaus behaviors
Fienmeives {15 seiis) exhibited by thiz application
Allaay Deny Al '\J_ Ceny
| aey U T )

To check the firewall settings concerning Web CEO, open Zone Alarm and choose the "Programs"
tab in the "Program Control". Next to Web CEO program module, "webceo.exe", in the "Access"
section, there must be two ticks ("Allow") in the fields "Trusted" and "Internet". Complete the
same settings for the second module, "wsceokrnl.dll".



7& ZoneAlarm Security Suite
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) Check Point e
| i SOFTWARE TECHROLOGIES LT
A Qverview
. Active Programs SmartDefense Ui CIHFEEE S
m Firesall Lewvel Trusted Internet Trusted
Techmith HTML He... Auto -
Program Control j EEn=m = lll x x x
s j |=erinit Logon &ppli.. System hd e J J J
ain
-+ Programs :] Wetify Clazs ID Auto hd e J J J
Component T htweare Activation .. Auta - e J J J
n Anti-virusAAnt-spyware Whiweare Tools Ser... | Auto hd aan 4 4 J
E E-mail Protection Whiware Tools Ser... | Auta M K| J J J
E Identity Protection YiMware Tools tray ... Auto hd 1 J J J
At
Parental Contral: ® [wenceo ? T i J J ?
o Wb CED loader Auto - i J J J
E Alerts & Logs =
£ waindowwes Explorer System - nn J N J
T windows Logon Ul | Auta - e J J J
18 indowes NT Logon...| System - RN J J ?
T windowys NT Sessi. | System i uay X X X
(=) Windowrs TaskMan... | &uto - RN J J X 3
Quick Tasks —
< | >
Enter Licenze Key
Scan Computer Entry Detail
Set Gaming Mode Product name Microsoft@\Windows® Operating System Lo’
Check for updates File name CHHANDOWS sy stem32aly exe Lol
Last policy updste Mot applicable -
Wersion 51 26005512 (xpsp 05041 3-0852) o Cptions
9 He"} Last modified dste 411452008 15:00:00 bt
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Setting up COMODO Firewall Pro

At the first launch of Web CEO, while the software runs, COMODO Firewall Pro will ask for
permission to allow "wsceokrnl.dll" to access the Internet. This must be allowed by choosing
"Treat this application as" and selecting ‘Trusted Application’. Click OK to confirm the selection.

. {

ikl N
wzceokrnl.dll iz trving to connect to the Internet. "What would you like
to do?

Application : wsceokrnl.dl
Remote @ 19538.11.153- TCP

Prark : http(ao)
Security Considerations

wiceokmnl.dl could not be recogmized and it iz about to connect the
Internet. IF it iz one of your evernpday applications, you can allow this

request,
() llows this request Less Options E'
(") Block this request
(@) Treat this application as wWeb Brawser B
[#] Remember rmy answer |W'3t' Browser
Fp CliEnt

@ How should T answer?

Please note that we release software bug fixes from time to time. These software updates are
downloaded and installed by the webceo.exe application, that's why you'll be prompted to allow

access to this module.

wzcenkml.dll iz rving o connect to the Intemet. what would you like

ko dao?

Application : wsceokenl. dil
Remoke @ 195.38.11.153- TCP
Port + htkpiB0)

Security Considerations

wiceokmldl could not be recogmized and it iz about to connect the
Intemet. [Fitiz one of your everpday applications, you can allow this
request.

() allows this request Less Cpkions E’

() Block this request

(@) Treat this application as Trusted application B

[#] Remember ry answer

@ Howe should T answer? [ QK I\V] [ Cancel ]
L&Y




WECHh CeC

The firewall will ask you to allow the file "webceo.exe" access the Internet. This must be allowed
by choosing "Treat this application as" and selecting ‘Trusted Application’. Click OK to confirm the
selection. Tick ‘Remember my answer’ in order not to be prompted in future.

After the software update installation, the files and their checksums can change, that’s why you
will most likely have to confirm your permission to grant the Internet access for the modules
"wsceokrnl.dll" and "webceo.exe".

In order to check current permissions for Web CEO modules Internet access, open COMODO
Firewall Pro and select "FIREWALL" in the main menu, then go to “Advanced’ section on the left

pane, and select ‘Network security policy’ menu item.

The modules "wsceokrnl.dll" and "webceo.exe" must be identified as ‘Trusted Application’.

X Metwork Security Palicy | =M |

Application Rues | Global Rules

Apphication Mame Treatds = Add...
=) ) tewindir s sy stem32 | swchost ee Gutgoing Only
=Y Edit...
jaf;fbm Cushom Eowovs
{a) Mllove Systedn To Send Requests IF The Target Is In [AMDP.., " Have ™ 1
() Allove System To Receive Requests IF The Sander [s In [AM... i z
() Allowe Qutgaing TCF or UDP Requests Mo Dovn
@ Block and Log All Unmatching Riequests o '
S CWINDOWS systenm3Zilsass exe Custonm | Burge
,—E*MME@LWMMMMW
= ﬂc:tp.rngram Flasyweb CECVBIN|weceokonl, dl Trusted applhcation
| E= w Allcaw All Incoming and Oubgoing Requesks . |
ji'ﬁ](:tpmgram Flesi'web CECIBIN|webcao, axa " Trusted application
al. do these settings do? \ Rpply \ ‘ Canced

If these modules are identified as ‘Blocked Application’, click ‘Edit’ and change this to ‘Trusted
Application’.

In case there are no Web CEO modules in the list, they should be added: click the "Add" button
and select the files from the folder "C:\Program Files\Web CEO\BIN\" or
‘C:\Users\%username%\AppData\Local\Web CEO\BIN’ if you run Windows Vista. Then, adjust the
rules for both applications: check the ‘Use a predefined policy’ radio-button and choose the
‘Trusted Application’ option in the drop-down menu.



B COMDDD Firewall Pro
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= S | Eime o Poadefiend Pobcy Blockad dpphestion - ooy
Coenemon T (e & Cusboin Policy
B 7
Advan: ]
Elm
C
£
|
%
B L7 4 sl Apgy || Caneel

i Al syshere ane sckive and nunnineg.

Setting up AVG Internet Security 2013

To allow Web CEO access the Internet, please follow these steps:

1. Open AVG Internet Security 2013 and click the "Firewall" button, then click "Settings".

i

L} o
AVG Internet Security wh Like AVG  Reports Support  Options ¥

@ You are protected

1 1
L1 * G - ®
Computer Web Browsing Identity E-mails Firewall®

ed NOT INSTALLED NOT TALLED Firewsall needs restart

+ More from AVG

@ Scan now = 0 Update now

Firewall

Firewall enforces an access control policy between your computer and the network by blocking/permitting traffic.
Reboot is necessary for Firewall functionality.

EXPIRATION NOTICE Impo rtant notice

da
2 lef};s Your trial version will expire in 29 days.

Buy now to continue your protection.

Hide notification
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2. Find the "Applications" menu, and then click "Add".

) | AVG Internet Security

General The list displays applications installed on this computer that might need to communicate
Applicationsk over the network. Each application can be assigned a specific rule for communication over
File and printer sharing networks: allow / block / ask for permission. You can apply advanced rules.

Application name ¥ | Action

Priority Application Rules
B #4 Advanced

Services and controller app

/M
C:AWINDOWS\SYSTEM32\SERVICES. EXE e

Prevalence reporter
C:\PROGRAM FILES [X86]\AVG\AVG2013

Microsoft Winlogon
(] CAWINDOWS\SYSTEM32\WINLOGON.EXE

Local Security Authority Service
C:\WINDOWS\SYSTEM32\LSASS.EXE

Host Process for Windows Services
C:AWINDOWS\SYSWOW&4\SVCHOST.EXE

Host Process for Windows Services

Add

®

3. Browse for the BIN folder and find the wsceokrnl.dll application (the "All files" mode should be
set) and click "Open".
The BIN folder can be found here:
C:\Program Files\Web CEO\Bin (Windows XP);
C:\Users\Username\AppData\Local\Web CEO\BIN\ (Windows Vista, Windows 7, Windows 8).

¥ AVG Internet Security

General
Ap
File and printer shari[§ g M8

AVG Select Appli

Organize « Mew folder =~ [ ':@'

» Favorites i MName Date modified Type =
)

B Desktop || wsBase.bpl 5/15/20127:09 PM  BPLFil

& Downloads || wsCEQComCtrls.bpl 2/20/20125:17PM  BPLFil

| Recent Places wsCEQCtrls.bpl 29/2012 5:45 PM__ BPLFi

(%) wsceokrnl.dll 7/5/2012 5:14 PM Applig

: - CEOUtils. bpl S 5 s PM BEPLF

il Libraries = == — File description: Web CEQ I

=) Documents L wseemmon.bpl | Company: Web CEO Ltd. 5:45PM  BPLFl

Y Musi %] wsConnect.dil File version: 9.1.0.4062 551PM  Applic

VI Date created: 1/29/20133:30PM | _ _

&= Pictures || wsctrls.bpl Size: 1.48 MB 545PM  BPLFil

B videos || wsDataStore.bpl G/29/2012 5:48 PM BPLFil

| wsdbsup.bpl 2/20/2012 517 PM BPL Fil

18 Computer || wsDeCal.bpl 2/20/2012 5:15PM  BPLFil
£, Local Disk (C:) %] wsDGEng.dll 7/5/2012513PM  Applic _

- 4 I 2
File name: wsceokml.dll - ’AIIfiIes (] v]
[ Open |vl ’ Cancel ]
@ Expert mode |




4. Click "Create" to create a rule and make sure that the "Application action" status is "Allow". Click OK

to confirm the action.

¥ AVG Internet Security

General The list displays applications ins is computer that might need to communicate
Applications over the network. Each application can be gned a specific rule for communication over

File and printer sharing networks: allow / block / ask for permission. You can apply advanced rules.
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Application name

AVG Command-line Scanning Utility
¥% cAPRNGRAM ElI ES (X241 AVRAVGZN1 2 AV

¥ | AVG Internet Security

Application basic information

w 3 \msir\AppData\Local\Web CEO\BINY | ... ]

Name Web CEO

@ | C:reals'k |

AVG Ul Starter

@1 Allow
C:\PROGRAM FILES (X86)\AVG\AVG2013\AV... |~ O

AVG Watchdog Service

Add

® @ o

.1 AVG Internet Security

General The list displays applications installed on this computer that might need to communicate
Applications over the network. Each application can be assigned a specific rule for communication over
File and printer sharing networks: allow / block / ask for permission. You can apply advanced rules.

Application name

AVG Command-Lline Scanning Utility
25 £APRNGRAM FILES XRANAVEAVE?

) | AVG Internet Security
Application basic information
B Path

a
Name

Description

Application action

& Allow ~

O Log rule occurrences

® [y oo |

® @ rorn

5. Then, please follow the steps 2, 3, and 4 once again to add webceo.exe.

If done correctly, you will find wsceokrnl.dll and webceo.exe in the list of applications with the

“Allow” status.

7. When done, click OK to close the Settings window.
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¥ AVG Internet Security

General The List displays applicatio stalled on this computer that might need to communicate over the network.
Applications, Each application can be assigned a specific rule for communication over networks: allow / block / ask for
File and printer sharing permission. You can apply advanced rules.
Application name Action
Host Process for Windows Services
C:\WINDOWS\SYSTEM32\SVCHOST.EXE
Microsoft Winlogon
I_"[_I C:\WINDOWS\SYSTEM32\WINLOGON.EXE
AVG Configuration Management Application & A
. #1 Allow
5] C:\PROGRAM FILES [X86)\AVG\AVGZ013\AVGCFGEX.EXE :
Web CEO loader
& Allow
C:\USERS\MSLR\APPDATA\LOCAL\WEB CEO\BIN\WEBCED.EXE
Web CED
. . . . ﬁAI_I_cuw
C:\USERS\MSLR\APPDATA\LOCAL\WEB CEO\BIN\WSCEOKRNL.DLL

Other Applications Rules
o # Advanced settings

®




